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[COVID-19] Health Emergency Exploited by Phishing Campaigns [ECRI Exclusive Hazard Report]

Problem

1. The COVID-19 health emergency is being exploited by phishing and malicious misinformation campaigns.
2. Phishing e-mails seeming to contain COVID-19-related content attempt to compromise credentials or spread
malware.

ECRI Recommendations:

1. Ensure that e-mail filtering and anti-malware systems are kept up to date.
2. Educate users on phishing awareness, including new COVID-19-related misinformation campaigns.

Background:

1. Malicious actors are exploiting the COVID-19 health emergency with targeted phishing e-mails falsely
claiming to contain COVID-19-related content.

2. Phishing campaigns exploiting the crisis include the following:
1. Spoofing official COVID-19-related communication from your organization
2. Spoofing IT communications targeting employees working from home
3. Spoofing COVID-19-related communications from government entities and public health organizations
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