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The role of risk managementin any business or operationis to protect the organization from anyand all losses.
Risk management accomplishes this task by identifying, evaluating, and reducingthe likelihood of losses from
the various risks encountered by the organization. In healthcare, these risks can affect patients, staff, and
others who visit the facility's premises, use its services, or do business with it, as well as the organization itself.
This self-assessment questionnaire (SAQ) is designed to help healthcare organizations evaluatethe strengths
and weaknesses of their risk management programs. The assessment should be conducted regularly (e.g.,
annually) and whenever there are significant changes fromadding or discontinuing services, merging with
otherorganizations, bringing medical practices underthe organization's operation,and more.

Referto other SAQs available on the Health System Risk Management website for a focused assessment of
risk-management-related topics, including the following:

e Corporate Compliance

¢ Managing Complaints and Grievances

e Medical Devices: Trackingand Adverse Event Reporting

e Medical Staff Credentialing and Privileging

e SafetyManagement

The following resources were used to develop this SAQ; however, itis notintended to be a comprehensive list:

P Agencyfor Healthcare Researchand Quality. Hospital survey on patient safety culture. 2018 Aug [cited
2018 Aug24]. https://www.ahrg.gov/sops/surveys/hospital/index.html

P CentersforMedicare and Medicaid Services. Appendix A—survey protocol, regulations and interpretive
guidelines for hospitals. In: State operations manual. 2017 Dec 29 [cited 2018 Dec 20].
https://www.cms.gov/Regulations-and-
Guidance/Guidance/Manuals/downloads/som107ap a hospitals.pdf

P ECRI. Developinga risk management program. Healthc Risk Control 2018 Dec
31.https://www.ecri.org/components/HRC/Pages/RiskQual3.aspx

» ECRI.Eventreportingand response. Healthc Risk Control 2016 Nov 1.
https://www.ecri.org/components/HRC/Pages/IncRepl.aspx
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ECRI. The role of the healthcare risk manager: a primer. Healthc Risk Control 2014 Aug 22.

https://www.ecri.org/components/HRC/Pages/RiskQuall.aspx

Joint Commission. Comprehensive accreditation manual for hospitals. Oakbrook Terrace (IL): Joint

Commission Resources; 2018.

Leadership Commitment

1.

3.1.

5.1.

Have the governing board and senior leadership
demonstrated theirformal commitment to risk
management by:

a. Authorizingthe risk management program?
b. Providing resources to support the program?

¢. Communicating to staff their support forrisk
management?

Does seniorleadership support a culture in which
reports of errors and near misses are viewed as
opportunities forimprovement?

Does seniorleadership communicateto staff
members that theyshould speak up, without fear
of reprisal, if they see somethingthat may
negatively affect patient and worker safety?

Is a processin place forseniorleadership to
provide positive feedbackto staff who report
safetyconcerns (e.g., by sendinga thank you note
to an individual who submits a near-miss or
adverse eventreport)?

Does seniorleadership demonstrate a
commitmentto a culture of safety through their
actions?

Does seniorleadership reactto safetyconcernsin
a timelymanner?

Does seniorleadership provide feedback to staff
aboutthe organization's response to reports of
errors, near misses, and other safety concerns?

Do members of seniorleadershipregularly (e.g.,
weekly) conduct leadershiproundsin patient care
areas (e.g., emergency department, operating
room, radiology), pharmacy, and laboratories to
identify potential risks and safety concerns?

Does seniorleadership supportthe needto
periodically surveystaff about the organization's

* N/I stands for “Needs Improvement”

» ECRI

Yes

No

N/I

N/A

Comments
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7.1.

8.1.

10.

10.1.

10.2.

Health System Risk Management Self-Assessment Questionnaire

culture-of-safety attitudes?

Are the findings from the surveys used to evaluate
the needforchange?

Does strategic planninginclude a risk
managementfocus?

Do business decisions include a risk management
focus?

Does seniorleadership hold department
managers accountable for measurable risk
management goals, such as reportingadverse
events and participatingin proactive and reactive
analysesto address underlying causes of errors?

Do seniormanagementand the governing board
monitor the effectiveness of the organization's
risk management program?

Are risk management reports summarizing
importantinformation(e.g., adverse eventtrends,
claims activity, accreditation and state survey
results, patient complaints) regularly presented to
senior leadership and the governing board?

Does the risk manager regularly report to the
governingboard about risk management
activities, patient safety developments, and major
liability exposures?

Risk Management Program

11.

11.1.

12.

13.

14.

» ECRI

Does the organization have a written risk
management plan?

Is the risk management plan approved by senior
leadership and the governing board?

Does the risk management plan describe:

a. The purpose and objectives of the risk
management program?

b. Authorityand responsibility forimplementing
the program?

c. Risk management scopeand functions?

d. Administrativeand committee structures for
risk managementactivities?

e. Program evaluation methods?

Is the risk management planreviewed at least
annuallyand updated when needed?

Does the risk management program comply with

©2019 ECRI. May be disseminated for internal educational purposessolely
at the subscribing site. For broader use of these copyrighted materials,
please contact ECRI to obtain proper permission.
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14.1.

Health System Risk Management Self-Assessment Questionnaire

applicable accreditationand regulatory
requirements (e.g., sentinel event reporting,
state-mandated event reporting)?

If the organization participatesin a patient safety
organization (PSO), are the risk management
and patient safety activities structured to comply
with the Patient Safety and Quality Improvement
Act, which defines the activities of PSOs?

Risk Manager

15.

15.1.

15.2.

15.3.

16.

17.

» ECRI

Does the risk management plan designate an
individual (i.e., risk manager) responsible forthe
development, implementation,and monitoring of
the risk management program?

Does the risk manager have a written job
description?

Is the job descriptionin accordance with
competencyrequirements spelled outin state
statutes, if applicable?

Is the organization's risk manageraccountableto
the chief executive officer ora senior
administrator?

Doesthe risk management programhave a
designated liaison ateach campusifthe
organization has multiple sites?

Is the risk managerengaged in (note listis
alphabetical, notin order of importance):

a. Accreditation surveyreadiness?

b. Billingand financial compliance?

c. Claims management?

d. Contract review?

e. Corporate compliance?

f. Credentialingand privileging?

g. Emergency management?

h. Environment-of-care management?

i. Ethics oversight (e.g., advance directives, end-
of-life issues)?

j- Eventreportingand investigation?
k. Infection control?

. Information technology (including
cybersecurity)?

©2019 ECRI. May be disseminated for internal educational purposessolely
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18.

18.1.

19.

20.

21.

» ECRI
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m.Insurance management?

n. Litigation defense coordination?

0. Marketingand social media presence?

p. Medical-device-related incident reporting?
d. New productand service review?

r. Nonacute services owned or managed by the
organization (e.g., physician practices,
ambulatory care, home care, hospice, physician
practices, rehabilitation)?

s. Patient relations, includingcomplaints and
grievances?

t. Patient safety?

u. Performance improvement?
v. Premises liability?

w. Productrecalls?

x. Regulatory compliance?

y. Safety and security?

z. Staff education?
aa.Worker health and safety?

Are mechanismsin place (e.g,,
quality/safety/risk committee) forthe
organization's risk managerto meet regularly
with keyrepresentatives within the organization
to review risk-management-related information
(e.g., adverse events reports, claims, key quality
indicators, high-risk issues, complaints, policy
and procedure review, findings from event
investigations)?

Is the review of claims and litigation events
conducted ina mannerto maximize legal
protections?

Does the organization's risk manager participate
on othercommittees addressing risk-related
activities (e.g., corporate compliance, ethics,
infection control, safetyand security)?

Do the risk managerand others in patient safety
and leadership roles have authority to enact
interim safety strategies to prevent patient harm
when a serious safetyissue is identified and an
eventinvestigation isongoing?

Does the risk manager cultivate positive working
relationships with various departments that may

©2019 ECRI. May be disseminated for internal educational purposessolely
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Yes | No | N/I N/A | Comments

interact with the risk manager (e.g., patient
relations department) or support risk
management functions (e.g., information
technology department)?

22. Is the risk manager visible and accessible to all
staff?

22.1. Doestherisk manager periodicallyvisit with the
evening, night, and weekend staff to foster
awareness aboutthe risk management
department'srole?

23. Are staff members comfortable approachingthe
risk managerabout theirrisk and safety
concerns?

Risk Identification

24, Are mechanisms in place to identify risks to
patients, staff, and visitors?

24.1. Doesrisk identificationrelyonformal sources of
data collection, including:

a. Accreditation and licensuresurveyfindings?

b. Employee and patient satisfaction surveys?

c. Eventreports?

d. Feedback froma PSOif applicable?

e. Infection control surveillance data?

f. Medical device reports?

g. Open and closed claims data, includingloss
run report of claims activity?

h. Patientand family member complaints and
grievances?

i. Patient medical record review for specific event
types, such asfalls or pressure ulcers?

j. Safety culture surveys?

k. Serious-harm events?

|. State-mandated event reports?

m. Systems analysis conducted proactively or
retroactively?

n. Workers' compensation reports and claims?

24.2. Doesrisk identification relyon informal sources
of data collection, including:;

a. Billingadjustment requests? | | | | |

©2019 ECRI. May be disseminated for internal educational purposessolely 6

E ( R I at the subscribing site. For broader use of these copyrighted materials,
please contact ECRI to obtain proper permission.



Health System Risk Management Self-Assessment Questionnaire

b. Briefings from executive walkrounds?
¢. Informal discussions with staff?

d. Medical record requests?

e. Medical staff credentialing findings?
f. Safety committeereports?

g. Social media?

h. Walk-through inspection findings and self-
assessments?

Event Reporting

25.

26.

27.

28.

28.1.

29.

30.

31.

32.

» ECRI

Are formal mechanisms (e.g., event reporting,
quality monitoring, rounds) identified in policy
and procedure that allow organization employees
to identify potential risks?

Doesthe adverse eventreporting policy provide
forlearningfrom system failures and identifying
contributing causes of adverse events, near
misses, and errors?

Is a standardized, nonpunitive (but accountable)
approach in place forthe reporting of patient
safety concerns, near misses, adverse events,
and errors?

Do staff members know howto submitan event
report?

Do staff know whomto contact when reportinga
serious event?

Does the event reporting system allow forease
of reportingthroughout the organization?

Is a system in place forfacilitatingopen
communication between a designated staff
member (e.g., risk manager, attending
physician), the patient,and the familywhen a
serious event occurs?

Is the organization's insurance carrier notified of
relevant events (e.g., potentiallycompensable
events) bya designated individual in accordance
withthe insurer's requirements?

Is an employee/provider counseling program
(i.e., secondvictim program) in place to assist
individuals in coping with the emotional aspects
of beinginvolved in an adverse eventorerror?
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Patient Complaints and Grievances

33.

33.1.

34.

35.

36.

37.

Are patients informed of how to report their
complaints and grievances?

Is it easyfor patients to communicate complaints
and grievances?

Is the organization's process for handling
grievances in compliancewith state and federal
requirements?

Does documentation of patient complaints and
grievances include both interventions and
resolutions?

If the risk manageris notdirectly responsible for
managing patient complaints and grievances:

a. Is someone assigned that responsibility?

b. Is the risk manager made aware so that he or
she can evaluate the organization's response
andfollow up if necessary?

Are the lessons learned from resolving patients'
complaints shared with staff?

Risk Analysis

38.

38.1.

38.2.

39.

40.

41.

» ECRI

Doesthe organization use its risk management
database totrack and trend event data?

Are the event data reviewed bya
quality/safety/risk committee at least monthly?

Are the event data used to identify areas of risk
and opportunities forimprovement?

Is a root-cause analysis ora similartechnique
focusing on systems breakdowns or process
flaws (as opposed to individual errors) performed
when a serious event occurs?

When a potential risk or safety concernis
identified, is a process in place to proactively
evaluate the issue and to reduce its risks?

Oncerisk and safety concerns are identified,
doesthe risk managerfollow a processto:

a. Examine techniquesto reduce oreliminate
risks and safety concerns?

b. Selectthe besttechniquesto addressthe
identified risks and safety concerns?

c. Implementthe selected technigues?

January 2019

Yes

No

N/I

N/A

Comments
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42.

43.
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d. Monitorand evaluate the effectiveness of the
techniques?

Doesthis process involve other departments
(e.g., infection control, nursing, quality) as
needed?

Are mechanismsin place to share information
within the organization about identified risk and
safety concerns and strategies implemented to
addressthem?

Risk Management Education

44,

44.1.

442,

44 3.

45,

45.1.

45.2.

» ECRI

Does the risk manager educate the governing
board, seniorleaders, managers, and staff on
the purposes and goals of risk management?

Do new employees and providers receive risk
management education at hire or during
orientation?

Is refresherrisk management education
provided periodically to staff?

Is staff participationin risk management
education documented?

Is risk management education provided forthe
medical staff?

Has the organization considered requiring risk
management education asa component of
medical staff appointment and reappointment?

Has the organization considered offering
continuing medical education credit for risk
management education provided to medical
staff?

January 2019

Yes

No

N/I

N/A

Comments
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Assessment Completed By: Date:
) Action Completed
Question Target P
No. Action Required Responsibility Date Date Initials
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No. Action Required Responsibility Date Date Initials
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