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Top 10 Health Technology
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Health technology hazards can come in many forms. They can be the result of IT-related problems
such as improperly configured systems, incomplete data, or inappropriate malware protection. They
can be caused by inappropriate human-device interaction, such as incorrect reprocessing tech-
niques, improper device maintenance, and poor recall management. They can also be problems that
are intrinsic to the devices themselves: Ease-of-use issues, design flaws, quality issues, and failure of
devices to petform as they should can all contribute to device-related events.

It’s vitally important to recognize such hazards and address them before they cause problems.
But the big question is, where do you start? That’s where our Top 10 Health Technology Hazards
list comes in.

The List for 2015
1. Alarm Hazards: Inadequate Alarm Configuration Policies and Practices
Data Integrity: Incorrect or Missing Data in EHRs and Other Health IT Systems
. Mix-Up of IV Lines Leading to Misadministration of Drugs and Solutions

. Inadequate Reprocessing of Endoscopes and Surgical Instruments

2.
3
4
5. Ventilator Disconnections Not Caught because of Mis-set or Missed Alarms
6. Patient-Handling Device Use Errors and Device Failures

7. “Dose Creep”: Unnoticed Variations in Diagnostic Radiation Exposures

8. Robotic Surgery: Complications due to Insufficient Training

9. Cybersecurity: Insufficient Protections for Medical Devices and Systems

10. Overwhelmed Recall and Safety-Alert Management Programs

ABOUT OUR LIST

Our annual Top 10 list is designed to identify the potential sources of danger that we believe warrant
the greatest attention for the coming year. It is intended to be a tool that healthcare facilities can use
to prioritize their patient safety efforts. The list is not comprehensive, nor will all of the hazards on

the list apply to all healthcare facilities. Rather, it is designed to be a starting point for patient safety
discussions and for setting health technology safety priorities.

Note that our list does not reflect the problems reported most often in the past or enumerate
the hazards with the most severe consequences—although we did consider such information in our
analysis. Rather, it reflects our judgment about which risks should receive priority now. We encourage
you to incorporate this information into plans of action at your hospital and to find individuals who
can learn about each hazard in depth and educate and influence their peers about the appropriate
risk-mitigation strategies.
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As in previous years, our Top 10 list for 2015 includes a mix of old and new topics. Once
again, alarm hazards top the list. When we’ve covered this topic in the past, we’ve touched
on the broad range of issues that can lead to clinical alarm hazards. This year, we focus more
specifically on hazardous alarm configuration practices. In our experience, missed alarms or
unrecognized alarm conditions can often be traced to such practices.

We caution readers that exclusion of a topic that was included on a previous year’s list
should not be interpreted to mean that the topic no longer deserves attention. Most of these
hazards persist, and hospitals should continue working toward minimizing them. Rather, our
experts determined that other topics should receive greater attention in 2015.

The Selection Process

To develop our Top 10 list, we first create a preliminary list of technology-related safety topics
based on suggestions from ECRI Institute engineers, scientists, nurses, physicians, and other patient

safety analysts. The list focuses on what we call generic hazards—problems that result from the risks

inherent to the use of certain types or combinations of medical technologies. It does not discuss
risks or problems that pertain to specific models or suppliers.

Our staff members base their nominations on their own expertise and insight gained through
investigating incidents, observing operations and assessing hospital practices, reviewing the litera-
ture, and speaking with healthcare professionals, including clinicians, clinical engineers, technology
managers, purchasing staff, health systems administrators, and device suppliers. Staff also consider
the thousands of health-technology-related problem reports that we receive through our Problem

Reporting Network and through data that participating facilities share with our patient safety organi-

zation, ECRI Institute PSO. After the topic nomination phase, professionals from ECRI Institute’s

many program areas, as well as members of some of our external advisory committees, review these

topics and select their top 10. We use this feedback to produce the final list.

When assessing topics for inclusion on the final list, reviewers weigh factors such as the following:

> Severity. What is the likelihood that the hazard could cause serious injury or death?
> Frequency. How likely is the hazard? Does it occur often?

> Breadth. If the hazard occurs, are the consequences likely to spread to affect a great
number of people, either within one facility or across many facilities?

> Insidiousness. Is the problem difficult to recognize? Could the problem lead to a cas-
cade of downstream errors before it is identified or corrected?

> Profile. Is the hazard likely to receive significant publicity? Has it been reported in the
media, and is an affected hospital likely to receive negative attention? Has the hazard
become a focus of regulatory bodies or accrediting agencies?

> Preventability. Can actions be taken now to prevent the problem or at least minimize

the risks? Would raising awareness of the hazard help reduce future occurrences?

While all the topics we select for the list must, to some degree, be preventable, they don’t need to
meet all the rest of the criteria. Any of the other criteria can warrant including a topic on the list. We
encourage readers to examine these same factors when judging the criticality of these and other haz-
ards at their own facilities.
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Available Resources

For each topic, we list helpful
resources that readers can access to
learn more about the topic. Materials
that are available to members of ECRI
Institute’s Health Devices, Health
Devices Gold, and SELECTplus pro-
grams are listed under the “Member
Resources” heading. Materials that
are more broadly available or that
require subscriptions to other services
are listed as “Additional Resources.”
(To inquire about accessing member-
ship content, please contact an ECRI
Institute Client Services representative
at 610-825-6000, ext. 5891, or email

us at clientservices@ecri.org.)
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1. Alarm Hazards: Inadequate
Alarm Configuration Policies
and Practices

Althongh many of the alarm hazard examples we provide relate
1o physiologic monitoring systems, the concepts discussed also apply

Member Resources to other alarm-generating medical devices, such as ventilators and
The Alarm Safety Handbook: Sirafe- infusion pumps. Also see the discussion of alarm issues related to
gies, Tools, and Guidance and The ventilator disconnections in hazgard number 5.

?g?rggi(;ﬁg’evx% ‘:rioé’;%ez;’ﬂz :%ﬁ; , Caregivers rely on medical device alarms to inform
Plymouth Meeting (PA): ECRI Institute; them about changes in the patient’s status or circum-
2014. Available from: https://www. stances that could adversely affect the patient’s care.
gg?g%ﬁ%ﬂ/ E:;Iiicc:sk/ E?r%?;é T:Ségz”' When this warning system fails or is ineffective, patients
and-Guidance.aspx. (Members can can be harmed—as evidenced by numerous reports of

also access an electronic copy through  alarm-related deaths and serious injuries.*
their membership home page.) . .
Strategies for reducing alarm hazards often focus

Health Devices. on alarm fatigue—a condition that can lead to missed

— Interfacing monitoring systems alarms as caregivers are overwhelmed by, distracted by, or desensitized to the numbers of
with ventilators: how well do they alarms that activate. However, alarm fatigue should not be the only factor that healthcare
communicate alarms? [guidance g . . - . ..
arficle]. 2012 May;41(5):134-50.  facilities consider when working toward improving the management of clinical alarm systems,
Available from: https://members2. as required in the Joint Commission’s new National Patient Safety Goal on alarm safety. In

ecri.org/Components/HDJournal/ ECRI Institute’s experience, alarm-related adverse events—which can involve missed alarms
Articles/ecri-hd201205-p134-

quid.pdf orunrecognized alarm conditions—can often be traced to inappropriate alarm configuration
o - practices. Thus, we encourage healthcare facilities to examine alarm configuration policies and
— Physiologic monitoring systems: . in their al . e if thev h 1 C .
our judgments on eight practices in their alarm improvement efforts, if they have not done s0a ready. (ECRI Institute
systems [evaluation]. 2013 has addressed the full range of factors that can lead to alarm hazards in other resources; see

Oct;42(10):310-40. Available

Member R t left.
from: https://members2.ecri.org/ ember Resources, at left.)

Components/HDJournal/Articles/ Alarm configuration practices include, for example: determining which alarms should be
ecri-hd201310-eval.pdf. (Alarm- enabled, selecting the alarm limits to use, and establishing the default alarm priority level. Selec-
related issues represented a major . . . . .
portion of our findings.) tions are typically based on the particular needs of each care area and the acuity of the patients

ECRI Insfitute web conferences. in that care area, along with the physiologic condition of each specific patient.

— Answering the call to alarm Inappropriate alarm configuration practices—that is, the selection of values or settings that
safety: getting ready for Joint are inappropriate for the circumstances of the patient’s care—could lead to (1) caregivers not
gg}g?éﬂ;’ﬁ; Sﬁzgﬂ?e‘gciz]m being notified when a valid alarm condition develops, or (2) caregivers being exposed to an
2013 Aug 14. (Details about the excessive number of alarms, specifically ones that sound for clinically insignificant conditions
web conference, along with a link (e.g,, those that don’t require a staff response).

for members to view the recording,
are available from the ECRI
Institute website at www.ecri.org.)

— Good alarm policies are no
accident [web conference]. 2014
Sep 3. (Details about the web
conference, along with a link for

members to view the recording, . - ) : - - L .w
are available from the ECRI See, for instance: Joint Commission. Medical device alarm safety in hospitals. Senzinel Event Alert 2013 Apr 8;(50):1-3.

Institute website at www.ecri.org.) Available from: wwwjointcommission.org/assets/1/18/SEA_50_alarms_4_5_13_FINAL1.pdf.
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Examples of inappropriate alarm configuration practices include:

> Failing to reset the medical device to the default alarm limits when a new patient is con-
nected to the device. In this circumstance, the alarm limits used for the previous patient
will be used for the new patient.

B> Choosing inappropriate alarm limits for monitored parameters (e.g:, heart rate, SpO,).
Limits that are set too wide will prevent an alarm from activating until after the patient’s
condition has deteriorated. Limits that are too narrow, on the other hand, can lead to
excessive alarm activations, thus burdening staff with alarms for conditions that are not
clinically significant (leading to alarm fatigue).

> Selecting alarm priority levels that do not match the setiousness of the condition and the
required speed of response. An alarm for a condition that requires immediate attention,
for example, should not be set to activate at a low priority.

> Not using certain arrhythmia alarms even though the patient is at risk of experiencing an
arrhythmia that might require clinical intervention.

The setting of the alarm volume is another configuration practice that requires scrutiny.
Alarms could be missed if the alarm volume is set to an inaudible level or if the sound of the
alarm is disabled, indefinitely silenced, or otherwise obscured, preventing staff from hearing
the alarm when it activates.

ALARM MANAGEMENT PUBLICATIONS—FREE FOR MEMBERS

By the end of 2014, organizations trying to meet the Joint Commission’s National Patient Safety Goal
on clinical alarm safety must identify the most important alarm signals to manage. Do you have a plan
in place?

ECRI Institute’s Alarm Safety Handbook and Alarm Safety Workbook, provided as a membership
benefit for certain ECRI Institute programs and available to others for purchase, includes guidance
and tools to help you (1) understand the full breadth of alarm hazards, (2) identify alarm safety vulner-
abilities in your healthcare facility, and (3) develop an effective program for managing clinical alarms
to improve patient safety.

The Handbook also includes a comprehensive list of resources, both from ECRI Institute and from
other organizations, beyond those listed here.

Source: Health Devices 2014 November. ©2014 ECRI Institute » www.ecri.org/2015hazards 4
ECRI Institute encourages the dissemination of the registration hyperlink, www.ecri.org/2015hazards, to access a download of this report, but prohibits the direct dissemination, posting, or republishing of this work,
without prior written permission.



Additional Resources
Addis L, Cadet VN, Graham KC.

— Sound the alarm [online]. Patient
Saf Qual Healthc 2014 May 27.
Available from: http://psgh.com/
may-june-2014/sound-the-alarm.

American Association of Critical-Care
Nurses (AACN).

— Strategies for managing alarm
fatigue—alarm management
resources [AACN NTI Action Pak].
Available from: www.aacn.org/
dm/practice/actionpakdetail.
aspx2itemid=28337.

Association for the Advancement of
Medical Instrumentation (AAMI).

— Alarms systems [alarm safety
resource page]. Available from:
www.aami.org/hottopics/alarms/
index.html.

AAMI Foundation HTSI.

— Alarms best practices library
[online]. Available from: www.
aami.org/htsi/alarms/library.html.

ECRI Institute.

— Alarm safety resource site.
Available from: https://www.ecri.
org/Forms/Pages/Alarm_Safety
Resource.aspx.

Healthcare Technology Foundation
(HTF).

— Clinical alarms management
and integration [resource page].
Available from: www.thehtf.org/
clinical.asp.
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ECRI Institute has investigated several alarm-related deaths and other cases of severe
patient harm that could have been prevented had more effective alarm configuration policies
been in place or had the existing policies been followed.

RECOMMENDATIONS

First, establish a policy describing care-area-specific standard alarm configuration practices.
If a policy already exists, assess the policy for completeness and clinical relevance. The policy
should address factors such as the following:

>

Default parameter alarm settings—including alarm limits and alarm priorities—that
reflect the clinical indications, needs, and patient demographics of the specific care area.

Default alarm volume settings that meet the needs of the specific care area.

The process for changing alarm configuration settings—for example, who is authorized
to make such changes, under what circumstances they can make the changes, and how
those changes are to be documented. The policy should distinguish between changes that
can be made by nursing staff (e.g, to tailor the alarm limits to the patient’s condition)
and those that require more restricted access (e.g;, to set defaults).

The process for ensuring that the correct alarm configuration settings are used during
and after the transfer of the patient from one care area to another, as well as during and
after transports from one location to another (e.g, to and from the OR for surgery).

The process for reactivating the default alarm settings whenever a new patient is con-
nected to the device. (For example, training users to discharge a patient from a physi-
ologic monitor before admitting a new patient.)

Training requirements for educating clinical staff about the alarm configuration practice
guidelines.

In addition, implement measures such as the following to keep clinical practice aligned with
the documented policy:

>

Provide clinicians with ready access to the policy.
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> Educate staff about the policy. Initial training as well as periodic retraining will likely be
necessary.

> Facilitate continued adherence to the policy. Activities such as discussing alarm configu-
ration issues during weekly meetings, for example, can be useful.

> Periodically audit alarm configuration settings to verify that the policy is being followed.

Comprehensive audits of each care area can be time- and resource-intensive. For
example, auditing the configuration settings on some physiologic monitoring systems
requires physically touching each monitor and working through many levels of menus
and screens to access and review the needed information. Nevertheless, the facility will
need to develop a workable approach to help identify critical deviations from standard
practices.

Alternatives to a comprehensive audit might include, for example, auditing a sampling
of monitors, routinely checking the most critical configuration settings, and/or having
the clinical engineering department check the configuration settings during inspections

or at other times when they come in contact with the device. Additional Resources

In addition, any features that facilitate the auditing of alarm configuration settings (continued)
should be considered during the device selection process. Unfortunately, the current Joint Commission (resources related to
generation of physiologic monitoring systems are limited in this regard. For example, the ~ fhe Nafional Pafient Safety Goal).
ability to configure, review, and record parameter settings for bedside monitors from a — Medical device alarm safety in
central location would simplify the workflow for configuting individual bedside monitors hospitals. Sentinel Event Alert
and also facilitate an alarm configuration audit. However, we are not aware of any sys- {Qrgr]ﬂ?’ Qarvﬁgi?c)gn;%gg!éble

tems that offer this capability. org/assets/1/18/SEA 50
alarms 4 5 13 FINAL1.pdf.
— NPSG.06.01.01. Improve the

safety of clinical alarm systems.
In: 2014 National Patient Safety
Goals. Available from: www.
joinfcommission.org/standards
information/npsgs.aspx.

— R®[requirement, rationale,
reference] report issue 5—alarm
system safety [online]. 2013 Dec
11 [cited 2014 Nov 19]. Available
from: www.joinfcommission.org/
r3_report_issueb/.

Schweitzer L.

— Transparency, compassion,
and truth in medical
errors: Leilani Schweitzer
at TEDxUniversityofNevada
[presentation]. Published
2013 Feb 12. Available from:
https://www.youtube.com/
watch2v=gmaY9DEzBzl.
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2. Data Integrity: Incorrect or

Missing Data in EHRs and Other
Health IT Systems

Many care decisions today are based on data in an elec-
tronic health record (EHR) or other I'T-based system.
When functioning well, these systems provide the infor-
mation clinicians need for making appropriate treatment
decisions. When faults or errors exist, however, incom-
plete, inaccurate, or out-of-date information can end

up in a patient’s record, potentially leading to incorrect
treatment decisions and patient harm. O

What makes this problem so troubling is that the
integrity of the data in health I'T (HIT) systems can be
compromised in a number of ways, and once errors
are introduced, they can be difficult to spot and cor-
rect. Examples of data integrity failures include the
following:

> Appearance of one patient’s data in another patient’s record (i.c., a patient/data
mismatch)

> Missing data or delayed data delivery (e.g., because of network limitations, configuration
Member Resources

errors, or data entry delays)
Health Devices.

— Doata integrity failures in EHRs and Clock synchronization errors between different medical devices and systems

other health IT systems [hazard no.
4]. In: Top 10 health technology
hazards for 2014: key safety
threats to manage in the coming
year [guidance article]. 2013
Nov;42(11):354-80. Available
from: https://members2.ecri.org/

Components/HDJournal/Articles/ Programs for reporting and reviewing HIT-related problems can help organizations identify
ecri-hd201311-guid.pdf. (Includes

Default values being used by mistake, or fields being prepopulated with erroneous data

Inconsistencies in patient information when both paper and electronic records are used

v Vv Vv V

Outdated information being copied and pasted into a new report

o list of additional resources for and rectify breakdowns and failures. However, such programs face some unique challenges.
information about this topic.) Chief among these is that the frontline caregivers and system users who report an event—as

— EDIS safety depends on system well as the staff who typically review the reports—may not understand the role that an HIT
design and deployment [safety system played in an event. For example, only after analysis of an incident in which a pharmacist

ZOXS;‘](-]&SLEOR?%F;‘SS(:]/E)A] o> placed a medication order in the wrong patient’s profile was it recognized that the error was

members2.ecri.org/Components/ facilitated by a medication management system that allowed users to have two patient profiles

HDJournal/Articles/ecri-hd201312-  open at once.

fetymatters.pdf. . oy -
sareymarersp Although much work remains to be done, progress is being made to facilitate problem

— How to connect with the right EMR reporting for HIT systems. For example:

integration vendor. 2014 Jan 2.

':zgT‘srz‘;g;?nn;ol:lﬁ;%%egﬁjz‘g/ > The Common Formats system developed by the Agency for Healthcare Research and

Pages/How-to-Connect-with-the- Quality (AHRQ) provides a standard taxonomy for reporting HIT-related problems. See
Right-Device-EMR-Integration- https://psoppc.org/web/patientsafety/commonformats, particularly the “Device or
Vendor.aspx. . . . . ’s .

Medical/Surgical Supply, including HIT” form available through that page.
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> ECRI Institute Patient Safety Organization (PSO) has convened the Partnership for
Promoting Health I'T Patient Safety. This is a multistakeholder collaborative that seeks
to proactively identify safety issues within a nonpunitive learning environment to
improve HIT patient safety. Two of its major activities are analyzing aggregate data
and sharing information in support of safety efforts, all within the protected legal
environment of the PSO. For more information, see https://www.ecti.org/Products/
PatientSafetyQualityRiskManagement/Pages/Partnership-for-Promoting-Health-1T-
Patient-Safety.aspx.

RECOMMENDATIONS

> Before implementing a new system or modifying an existing one, assess the clinical work-

flow to understand how the system is (or will be) used by frontline staff, and identify
inefficiencies as well as any potential error sources.

For example: If data is to flow automatically from a device to the EHR, give careful
consideration to the processes for establishing a link from the device to the patient
record (association), for severing the link between the device and the patient when the
patient is discharged or disconnected from the device (disassociation), and for clinicians
to review the data before it is saved to the patient’s record (validation).

> Thoroughly test an EHR or any other HIT system and the associated interfaces to verify
that the system is properly and fully implemented and that it behaves as expected (during

initial implementation as well as after any system changes). Be sure to include frontline
staff in the testing process.

> Institute a comprehensive training program, and have users demonstrate competence
before being allowed to use the HIT system. Provide venues for end users to seck help
(e.g., easy access to superusers) when working with a new system or feature.

> Establish avenues to report and investigate HIT-related incidents, near misses, and haz-
ards within the organization, as well as to ECRI Institute and other relevant organiza-
tions. (ECRI Institute PSO, for example, offers its members an HIT Hazard reporting
system that utilizes AHRQ’s Common Formats.) You may need to instruct frontline
staff to consider HIT systems when identifying contributing factors in an incident or

near miss. Also think about whether to involve a multidisciplinary team, including clinical

engineering and IT staff, in the incident review process.

Source: Health Devices 2014 November. ©2014 ECRI Institute » www.ecri.org/2015hazards

Additional Resources

Agency for Healthcare Research and
Quality (AHRQ).

— Health IT Hazard Manager:
design & demo (text version): slide
presentation from the AHRQ 2011
annual conference. 2012 Mar.
Rockville (MD): AHRQ. Available
from: www.ahrg.gov/news/events/
conference/2011/walker-hassol/
index.html.

American Medical Association (AMA).

— Improving care: priorities to improve
electronic health record usability.
2014 Sep. Available from: https://
download.ama-assn.org/resources/
doc/ps2/x-pub/ehr-priorities.
pdfecb=1411047144&retrieve
=yes.

ECRI Institute.

— Anticipating unintended
consequences of health
information technology and
health information exchange: how
to identify and address unsafe
conditions associated with health
IT. Rockville (MD): Westat; 2013
Nov 15. Prepared for the Office
of the National Coordinator for
Health Information Technology.
Available from: www.healthit.gov/
sites/default/files/How to_ldentify
and Address Unsafe Conditions
Associated with Health IT.pdf.

Office of the National Coordinator for
Health Information Technology.

— SAFER guides [online]. 2014
[cited 2014 Nov 17]. Available
from: www.healthit.gov/safer/
safer-guides. (The SAFER Guides
consist of nine guides infended to
enable healthcare organizations
to address EHR safety in a variety
of areas.)

PSO Privacy Protection Center.

— AHRQ common formats [online].
[cited 2014 Nov 17]. Available
from: https://psoppc.org/web/
patientsafety/commonformats.

RAND Health.

— Promoting patient safety through
effective health information
technology risk management
[research report]. Washington
(DC): Office of the National
Coordinator for Health Information
Technology; 2014 May. Available
from: www.healthit.gov/sites/
default/files/rr654 final
report 5-27-14.pdf.

Ruder DB.

— Malpractice claims analysis
confirms risks in EHRs. Patient
Saf Qual Healthc 2014 Feb 9.
Available from: www.psgh.com/
january-february-2014/1825-
malpractice-claims-analysis-
confirms-risks-in-ehrs.
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file:///C:\Users\jferenschak\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\4DRZA2NE\www.healthit.gov\safer\safer-guides
file:///C:\Users\jferenschak\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\4DRZA2NE\www.healthit.gov\safer\safer-guides
https://psoppc.org/web/patientsafety/commonformats
https://psoppc.org/web/patientsafety/commonformats
file:///C:\Users\jferenschak\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\4DRZA2NE\www.healthit.gov\sites\default\files\rr654_final_report_5-27-14.pdf
file:///C:\Users\jferenschak\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\4DRZA2NE\www.healthit.gov\sites\default\files\rr654_final_report_5-27-14.pdf
file:///C:\Users\jferenschak\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\4DRZA2NE\www.healthit.gov\sites\default\files\rr654_final_report_5-27-14.pdf
file:///C:\Users\jferenschak\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\4DRZA2NE\www.psqh.com\january-february-2014\1825-malpractice-claims-analysis-confirms-risks-in-ehrs
file:///C:\Users\jferenschak\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\4DRZA2NE\www.psqh.com\january-february-2014\1825-malpractice-claims-analysis-confirms-risks-in-ehrs
file:///C:\Users\jferenschak\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\4DRZA2NE\www.psqh.com\january-february-2014\1825-malpractice-claims-analysis-confirms-risks-in-ehrs
file:///C:\Users\jferenschak\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\4DRZA2NE\www.psqh.com\january-february-2014\1825-malpractice-claims-analysis-confirms-risks-in-ehrs

3. Mix-Up of IV Lines Leading to
Misadministration of Drugs
and Solutions

Member Resources

In addition to the specific resources
listed below, members of various ECRI
Institute programs can also access
product specification charts for am-
bulatory, large-volume, patient-con-
trolled analgesic, and syringe infusion
pumps, as well as for enteral feeding
pumps, through our Healthcare
Product Comparison System (available
through www.ecri.org).

Health Devices.

— Evaluation: choosing a syringe
infusion pump. 2014 Jul 16.
Available from: https://members2.
ecri.org/Components/HDJournal/
Pages/Choosing-a-Syringe-
Infusion-Pump.aspx.

— Infusion pump integration: why
is it needed and what are the
challenges? [guidance article].
2013 Jul;42(7):210-21. Available
from: https://members2.ecri.org/
Components/HDJournal/Articles/
ecri-hd201307-guid.pdf.

— Infusion pump medication errors
[hazard no. 2]. In: Top 10 health
technology hazards for 2014: key
safety threats fo manage in the
coming year [guidance article].
2013 Nov;42(11):354-80.
Available from: https://members2.
ecri.org/Components/HDJournal/
Articles/ecri-hd201311-guid.pdf.

— Patient-controlled analgesic
infusion pumps: making a
painless purchase [evaluation].
2011 Feb;40(2):42-58. Available
from: https://members2.ecri.org/
Components/HDJournal/Articles/
ecri-hd201102-p042-eval.pdf.

— Which smart pumps are smartest?
Ratings for six large-volume
infusion pumps [evaluation]. 2012
Dec;41(12):378-91. Available
from: https://members2.ecri.org/
Components/HDJournal/Articles/
ecri-hd201212-evall.pdf.

work, without prior written permission.

In previous Top 10 Health Technology Hazard lists,
we’ve addressed the role that infusion pump program-
ming errors play in infusion-related adverse events, most
notably medication errors. This year, we focus not on
the pump, but on the tangle of tubing that exists when
multiple IV infusions need to be administered to a single
patient—a common occurrence in healthcare.

If a medication or IV solution is delivered to the
wrong infusion site, or at the wrong rate, the conse-
quences can be severe. There are several ways this can
happen—for example:

> The infusion line could be connected to the wrong

Y

fluid container. This will lead to the wrong fluid being delivered to the patient or to the

fluid being delivered at the wrong rate or via the wrong administration route.

> The infusion line could be installed in the wrong infusion pump or pump channel. This
could result in a medication or solution being delivered at a higher or lower flow rate

than was intended.

> The patient end of the infusion line could be connected to the wrong administration
route. In one reported incident, for example, liquid intended for IV delivery was instead

delivered into an epidural catheter.

Not surprisingly, the opportunity for error is compounded when there are multiple lines and
fluid containers. One study found that the likelihood of an adverse drug event increased by 3%
for each additional IV medication being administered (Kane-Gill et al. 2012).

Factors that contribute to infusion-line confusion include the following:

> The number of infusion lines present. Intensive care patients and patients undergoing
surgical procedures can have 12 or more infusion lines at once. Also, for “piggyback”
infusions, two infusion lines (primary and secondary) and two fluid containers are associ-
ated with a single large-volume pump or pump channel.

> The variety of administration routes. Although pumps are primarily used to deliver fluids
and medications intravenously, they are also used for epidural, subcutaneous, and arterial
infusions. Thus, the potential exists for an infusion intended for one route to be mistak-

enly delivered through another.

> Difficulties in visually discerning one line from another. The tangle of infusion lines can
make it difficult to visually trace a line from the fluid container to the patient. This issue

is exacerbated when the tubing is obscured by the patient’s gown or bed covers.

> Infusion pumps’ inability to tell one line from another. That is, no automated method
exists for associating an infusion pump or pump channel with the correct fluid container

and route of delivery.

Source: Health Devices 2014 November. ©2014 ECRI Institute » www.ecri.org/2015hazards
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RECOMMENDATIONS

Several researchers and organizations have issued recommendations to reduce the risks associ-
ated with IV infusion-line confusion. The bracketed letters below refer to the source(s) for each
recommendation, as listed in the inset on page below.

For all instances in which multiple IV infusions need to be administered to a single patient:

> Physically trace each infusion from the fluid container, and verify that the patient con-
nector is attached to the correct administration site. [A], [B]

> Label each infusion line with the name of the drug or solution being infused. [C], [D],
[E/F—Phase 2b]

> Make connections without forcing or adapting, If a connection is difficult to make—that
is, if it requites a lot of effort—chances are you shouldn’t make it. [A]
When purchasing supplies and equipment:
> As various products conforming to the ANSI/AAMI/ISO 80369-1 standard become

available, purchase only those products. Do not purchase adapters that permit
misconnections.

SOURCES OF RECOMMENDATIONS

As noted in the main text, various recommendations in this article were proposed by the follow-
ing researchers and organizations (see the Member and Additional Resources for complete citation
information):

[A] ECRI Institute (see: Poster on page 12)

[B] Cassano-Piché et al. (see: Ontario Health Technology Assessment Series, Phase 1b)
[C] Pennsylvania Patient Safety Authority (see: Wollitz and Grissinger)

[D] The Joint Commission

[E] HumanEra (formerly the Health Technology Safety Research Team; see: Ontario Health Tech-
nology Assessment Series)

[F] Institute for Safe Medication Practices Canada (ISMP Canada; see: Ontario Health Technology
Assessment Series)

[G] Institute for Safe Medication Practices (ISMP)

Source: Health Devices 2014 November. ©2014 ECRI Institute » www.ecri.org/2015hazards

Additional Resources

American National Standards Institute
(ANSI), Association for the Advance-
ment of Medical Instrumentation
(AAMI), International Organization for
Standardization (ISO).

— Small-bore connectors for
liquids and gases in healthcare
applications—part 1: general
requirements. ANSI/AAMI/ISO
80369-1:2010. Arlington (VA):
AAMI; 2011.

Institute for Safe Medication Practices
(ISMP).

— IV potassium given epidurally:
getting to the “route” of the
problem. Med Saf Alert 2006 Apr
6;11(7):1-2.

Joint Commission.

— Lines crossed: errors involving
multiple IVs. The Source 2014
May;12(5):8-11. Available
from: www.ingentaconnect.
com/content/jcaho/
jcts/2014/00000012/00000005/
art00004.

Kane-Gill SL, Kirisci L, Verrico MM,
et al.

— Analysis of risk factors for

adverse drug events in critically

ill patients. Crit Care Med 2012

Mar;40(3):823-8.
Ontario Health Technology Assess-
ment Series on multiple intravenous
infusions—a collaboration between
University Health Network’s HumanEra
(formerly the Health Technology Safety
Research Team) and the Institute for
Safe Medication Practices Canada
(ISMP Canada); for information about
this series, see www.hgontario.ca/
evidence/publications-and-ohtac-rec-
ommendations/ontario-health-technol-
ogy-assessment-series/MIVI-phase2b.

— Phase 1b: Cassano-Piché A,
Fan M, Sabovitch S, et al.
Multiple intravenous infusions
phase 1b: practice and training
scan. 2012 May;12(16):1-132.
Available from: www.hgontario.
ca/en/eds/tech/pdfs/2012/
multipleinfusions1b_May.pdf.

— Mitigating the risks associated
with multiple IV infusions:
recommendations based on a field
study of twelve Ontario hospitals
[online]. 2012 Jun [cited 2014
Sep 2]. Available from: http://
ehealthinnovation.org/wp-content/
uploads/MultiplelVInfusions
Phase 1bSummary
Recommendations-and-Rationale_
June-20121.pdf.
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> Consider supplying patient gowns with snaps, ties, or Velcro on the shoulders and
sleeves to facilitate line tracing and gown changes. (Nonmetallic closures are required
for compatibility with magnetic resonance imaging.) [E/F—Phase 1b, Phases 2a and 2b
recommendations]

For epidural infusions in particular, also consider the following approaches:
> Using yellow-lined tubing without injection ports. [G]

> Placing the pump for an epidural infusion on the opposite side of the patient from

Additional Resources
(continued)

— Phase 2a: Fan M, Koczmara

C, Masino C, et al. Multiple
intravenous infusions phase

2a: Ontario survey. 2014
May;14(4):1-141. Available from:
www.hgontario.ca/Portals/0/
Documents/eds/ohtas/full-report-
phase2a-mivi-140505-en.pdf.

Phase 2b: Pinkney S, Fan M, Chan
K, et al. Multiple intravenous
infusions phase 2b: laboratory
study. 2014 May;14(5):1-163.
Available from: www.hqgontario.
ca/Portals/0/Documents/eds/
ohtas/full-report-phase2b-mivi-
140505-en.pdf.

Phases 2a and 2b
recommendations: Ontario
Health Technology Advisory
Committee (OHTAC). Multiple
intravenous infusions phases 2a

and 2b: OHTAC recommendation.

Toronto: Queen'’s Printer for
Ontario; 2014 May. Available
from: www.hgontario.ca/
Portals/0/Documents/eds/ohtas/

recommendation-mivi-140505-en.

pdf.

Wollitz, A, Grissinger, M.

— Aligning the lines: an analysis of

11

IV line errors. Pa Patient Saf Advis
2014 Mar;11(1):1-7. Available
from: http://patientsafetyauthority.
org/ADVISORIES/
AdvisoryLibrary/2014/Mar;11(1)/
Pages/O1.aspx.

pumps used for IV medications/solutions. [G]

> Using a different model pump for epidural infusions than that used for IV infusions. [G]

NEW CONNECTOR STANDARDS ARE NOT A PANACEA

New connector standards are being developed to reduce the risk that tubing from one delivery system
would be misconnected to a system that is intended for a different purpose (e.g., an enteral feeding
pump being misconnected to an IV line)—a hozard facilitated by the use of Luer connectors for mul-
tiple applications. The new standards—the ANSI/AAMI/ISO 80369 series—define unique connector
designs for several specific applications to prevent the cross-compatibility of connectors for those ap-
plications. For example, an enteral feeding connector designed according to the new standard would
not be physically compatible with the Luer connector on an IV line. (Enteral connectors that conform
to the standard will be the first of the new connector designs on the market. For more information,
see the Stay Connected website of the Global Enteral Device Supplier Association [GEDSA]: www.
stayconnected2014.org/index.html. Also see “Fixing Bad Links to Prevent Tubing Misconnections” in
the November 2014 PSO Navigator, produced by ECRI Institute PSO.)

However, even once all the connector standards have been implemented, it will still be possible
to connect an IV infusion line to the wrong fluid container, to install it in the wrong infusion pump or
pump channel, or to connect it to the wrong (Luer-based) administration route.

Source: Health Devices 2014 November. ©2014 ECRI Institute » www.ecri.org/2015hazards
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4. Inadequate Reprocessing
of Endoscopes and Surgical

Instruments

Member Resources
Health Devices.

— Clear channels: ensuring effective

13

endoscope reprocessing [guidance
article]. 2010 Oct;39(10):350-9.
Available from: https://members2.
ecri.org/Components/HDJournal/
Articles/ecri-hd201010-p350-
guid.pdf.

Inadequate reprocessing of
endoscopes and surgical
instruments [hazard no. 6]. In: Top
10 health technology hazards for
2014: key safety threats to manage
in the coming year [guidance
arficle]. 2013 Nov;42(11):370-2.
Available from: https://members2.
ecri.org/Components/HDJournal/
Articles/ecri-hd201311-guid.pdf.

As we were preparing this year’ list for publication, the Ebola
virus had become front-page news. The highly contagions nature of
this disease underscores the critical importance of the reprocessing
Jfunction—that is, the cleaning and disinfection or sterilization of
objects that may have become contaminated during use on a patient.
Improper reprocessing procedures can place others who subsequently
come in contact with the equipment at risk.

Every day, healthcare facilities reprocess thousands of
reusable surgical instruments and devices so that they
can be used for subsequent procedures. When performed
propetly, reprocessing removes residue and potentially
infectious materials and disinfects or sterilizes the instru-
ment so that it can be safely used on the next patient.
When reprocessing is not performed properly, however, pathogens can be spread to subsequent
patients, potentially leading to hospital-acquired infections or the spread of disease.

Although the incidence is likely very low, the consequences of reprocessing failures can be severe.
Of the 13 immediate threat to life (ITL) discoveries from Joint Commission surveys conducted in
2013, seven were directly related to the improper stetilization or high-level disinfection of equipment
(Joint Commission 2014). This topic, which has appeared on our Top 10 Health Technology Hazards
list in the past, retains a spot neat the top because we continue to see media reports, receive problem
reports, and investigate cases involving the use of potentially contaminated instruments on patients.

One critical reprocessing step—but one that is sometimes overlooked or inconsistently
petformed—is the initial cleaning of the device or instrument at the site of use (e.g, in the
procedure room). If organic soils and other contaminants are not first removed, successful
disinfection or sterilization of the device or instrument may not be possible. Using flexible
endoscopes as an example, debris that is not removed from exterior surfaces, as well as from
within the scope’s channels, during an initial cleaning stage may dry out and form an impen-
etrable plaque, or existing bacteria may form a biofilm; either can prevent the germicidal agents
used during reprocessing from disinfecting or sterilizing the surfaces beneath those layers.*

Endoscope reprocessing is particularly challenging because these devices have narrow, hard-to-
clean channels. Moreover, the process involves many steps—often model-specific—that need to be
followed diligently to ensure that the device is safe for subsequent use. Neatly every year, ECRI Insti-
tute is engaged by healthcare facilities to investigate endoscope reprocessing failures and to help the
facility institute a more effective process.

Factors that can contribute to the improper cleaning of instruments include the intricacy of
the instruments (e.g., devices with narrow channels or movable parts to disassemble), lengthy or
incomplete manufacturer instructions for cleaning, time pressures placed on reprocessing staff, and
insufficiently trained personnel, to name a few:

* Although some automated endoscope reprocessors (AERs) offer a cleaning cycle, this capability does not eliminate the
need for initial cleaning at the site of use.
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RECOMMENDATIONS

> Emphasize to reprocessing staff and end users that instruments and devices must be
thoroughly cleaned before they can be disinfected or sterilized.
> Provide adequate space, equipment, and resources for the reprocessing function to be
performed effectively. Appropriate space should be available so that equipment can be
reprocessed and stored away from areas with high personnel traffic. Also, separate coun-
ter space should be available to keep dirty and clean instruments separate enough that
cross-contamination is not a concern. In addition, procedure areas should have sufficient  Additional Resources
instruments to meet demand, and adequate time should be allowed for instrument pro- -

. . . . > . L Association for the Advancement of
cessing. An insufficient inventory of endoscopes and other instruments, coupled with Medical Instrumentation (AAMI).
short turnarqund tirnes. to ha.ve instruments available for sgheduled procedures, gou}d — Reprocessing: 2011 summit—
create an environment in which staff are tempted to take risky shortcuts (e.g., skipping priority issues from the AAMI/
steps in the reprocessing procedure). FDA Medical Device Reprocessing

Summit. Arlington (VA): AAMI;
> Provide appropriate environmental conditions, such as adequate water filtration and 2011 Available from: www.aami.
acceptable incoming water temperature. org/ pUb"‘?““O”S/ Summ”S/ 2,01 L
Reprocessing Summit_publication.
> Confirm that an appropriate reprocessing protocol exists and is readily available for all rel- pdf
evant instrument models, including those in your facility’s inventory and any loaner devices  Centers for Disease Control and
that might be used. Refer to user manuals and consult device manufacturers to identify Prevention (CDC), U.S.
unique requirements (e.g., cleaning procedures, channel adapters) that need to be addressed. ~ — Guideline for disinfection and
sterilization in healthcare facilities,
> Verify that protocols address and document all reprocessing steps in adequate detail— 200.8' Atlanta (GA): CDC; 2008.
from precleaning at the site of use, when appropriate, to safe and aseptic transport of Available from: www.cdc.gov/

i back to that site or to storage for subsequent use hicpac/pdf/guidelines/Disinfection_

equipment bac g q . Nov_2008.pdf.
> Provide adequate training on instrument cleaning and reprocessing at the time that staff ECRI Institute PSO.
involved in these processes join the organization and when new instruments or processes are — Sterile processing department’s
to be put into service. Periodically repeat the training for existing staff to sustain competency. role in patient safety. PSO
Navigator 2012 Aug;4(3):1-9.
> Periodically review protocols to ensure that they are clear, comprehensive, and accu- Joi L
. . . . oint Commission.
rate—for example, reflecting current workflows and the equipment/chemicals in current " )
be identified by i . . M. U hani in ol — Improperly sterilized or high-level
use (as can be identified by interviewing reprocessing stavf). ave mechanisms in place disinfected equipment [online].
to ensure that procedures are updated and personnel notified when instrument or repro- Quick Safety 2014 May [cited
cessing equipment suppliers update their reprocessing instructions. 2014 Aug 27]. Available from:
www.joinfcommission.org/issues/
> Monitor adherence to protocols and quality of instrument cleaning, article.aspx2Article=0OnSN6wB9zL
J4d9rcQg%2fkk23LI50xbSViQF2x
> Seek input from reprocessing department staff when assessing instruments for purchase 1VolaKc%3d.
to ideprify devices that may require additional time, steps, or resources to reprocess Pennsylvania Patient Safety Authority.
effectively. Such factors may influence purchasing decisions. — The dirt on flexible endoscope
. . . reprocessing. Pa Patient Saf Advis
> Foster communication and collaboration between reprocessing personnel and the depart- 260 10 Dec;?(4): 135-40. Available

ments they support.

Refer to the Health Devices articles listed on the previous page for more comprehensive
recommendations.

from: http://patientsafetyauthority.
org/ADVISORIES/
AdvisoryLibrary/2010/dec7(4)/
Pages/135.aspx.
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